HOLONIC CYBERSECURITY SYSTEM

We propose a paradigm for e-Securities that mirrors biological behaviour by inducing immunity into the network/system under attack. Implementation by holonic principles using multi-agent systems (MAS) induces self-organization emulating social behaviour in Cyberspace. Organized in a nested hierarchy (holarchy) distributed throughout the network (Fig. 1) the system consists of a hybrid mixture of static and Mobile Agents (MAs)  behaving like a Cyberorganism capable to react to attacks much in the same manner as the immune system does to protect biological organisms. This ensures network ‘vaccination’ by activating specialized agents proactively seeking the presence of intruders into the network much in the same manner as antibodies fight viruses in biological systems, as such endowing the network with the capability to anticipate an attack and annihilate it before it can produce disastrous effects. HCS consists of multiple independent components: Agents and Managers working collectively under a unified software framework. Computational intelligence techniques endow the MAS with learning and discovery capabilities that emulate swarm intelligence properties. The MAS behaves like an artificial ant colony in which the source of an attack is tracked by specialized agents who leave informational traces (artificial pheromones) through which the message of an attack is propagated throughout the network. This ensures that every ‘command post’ in the holarchy is alerted, which triggers it to send ‘fighter’ agents specialized in annihilating the attacker.
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Fig. 1: Holonic Cybersecurity System

We focus on high-speed wide area networks (WAN). The special interest is to study all possible ways to reduce harmful effects of denial-of-service (DoS) attacks in the early stages and thus to anticipate and make all necessary defensive actions before these attacks achieve their targets. Since this research focuses on defense of WAN high-speed networks like CA* Net4 CANARIE network, the topology factor must be studied and taken into account while applying various approaches to analyze low level network events (LLNE) in network intrusion detection. The versatile framework enables several computational approaches to be tuned into the system, thus enabling quick response to unexpected attacks as needed.
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