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ABSTRACT. We propose a fuzzy-evolutionary approach to self-organization that emulates social behavior and immunity in Cyberspace and has applications to emergency response management (Fig. 1) distributed manufacturing, medical informatics and Cybersecurities.  Organized in a nested hierarchy (Fig. 2) distributed throughout the network the system consists of a hybrid mixture of static and mobile agents behaving like a Cyberorganism capable to react to unexpected changes / attacks in an optimal manner. Computational intelligence techniques endow the MAS with learning and discovery capabilities. By ‘cloning’ real-life entities into software agents, the proposed paradigm can be easily extended to the creation of emergent dynamic information infrastructures that are autonomous and proactive, capable of ensuring ubiquitous (optimal) resource discovery and allocation while at the same time self-organizing their resources to optimally accomplish the desired objectives.
MAINLY FROM TALK BERKELEY!

We propose a paradigm for e-Securities that mirrors biological behavior by inducing immunity into the network/system under attack. Implementation by holonic principles (Fig. 2) using multi-agent systems (MAS) induces self-organization emulating social behavior in Cyberspace.  

Organized in a nested hierarchy (holarchy) distributed throughout the network the system consists of a hybrid mixture of static and Mobile Agents (MAs) behaving like a Cyberorganism capable to react to attacks much in the same manner as the immune system does to protect biological organisms. This ensures attack anticipation through network ‘vaccination’ by activating specialized agents proactively seeking the presence of intruders into the network much in the same manner as antibodies fight viruses in biological systems, as such endowing the network with the capability to anticipate an attack and annihilate it before it can produce disastrous effects. Computational intelligence techniques endow the MAS with learning and discovery capabilities that emulate swarm intelligence properties. The MAS behaves like an artificial ant colony in which the source of an attack is tracked by specialized agents who leave informational traces (artificial pheromones) through which the message of an attack is propagated throughout the network. As such every ‘command post’ in the holarchy is alerted triggering ‘fighter’ agents specialized in annihilating the attacker.
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By ‘cloning’ real-life entities into software agents, the proposed paradigm can be easily extended to the creation of emergent dynamic information infrastructures that are autonomous and proactive, capable of ensuring ubiquitous (optimal) resource discovery and allocation while at the same time self-organizing their resources to optimally accomplish the desired objectives. Applications to emergency response management (Fig. 1) and e-Health will be discussed.
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Fig. 1: Emergency Scenario


Fig. 2: Holonic System

The MAS is endowed with Such detector agents are be capable to mine significant information to perform:
· Analysis of “common” network characteristics such as time-stamped sequence of routing tables updates, information about workstations login operations, network topology.

· Protocols header analysis (as it is usually done with today’s techniques)

· Selective data content analysis taken from reassembled packets – application layer data streams.

Such a. 

We sample system parameters to evaluate the degree of risk/possibility of an attack – in an anticipative manner, 

ANITICPATION, as opposed to most of today’s systems that target response and detection, attack prevention is the focus of our approach

SOURCE TRACKNG using swarm intelligence paradigms [mobile agents = artificial ants] – detect location of an alert and track down its source

DETECTION by mapping the ‘self/non-self’ detection in the immune system

- Societies in Cyberspace1`

· - 

In response to this need we propose a CCSS system that will provide the following functionalities:

· Gathering and analysis of statistical and real-time network characteristics

· 24x7 proactive passive and active network traffic monitoring, vulnerability assessment and incidents prediction.

· Early warning about possible incidents (anticipation/attack prevention). 

· Incidents management advising and initial response

· Reversion and response (counteract the attack by blocking/annihilating the attacker)

· Preventive treatment (network vaccination) – immunity-based

IMMUNITY Many hackers use attack techniques that fragment malicious code across multiple data packets and often reorder these packets to further evade detection. Once these packets reach their target the host reassembles the data and the malicious code does its damage. To prevent this, CCSS will be capable to perform full IP de-fragmentation and any transport protocol data reassembly, emulating the traffic received by the end-system(s) being protected. By reassembling these packets before they hit the intended target CCSS will be providing new levels of protection. CCSS will modify or remove any traffic protocol ambiguities, protecting the end systems by cleaning up potentially harmful traffic in real-time. 

· Self-learning knowledge base

· Self-deploying mobile agents (wake-up) for repair

· Response and repair

· Resistance, counter-attack with tracking the attackers and destroying them!!!

· Data mining (network topology, Run-time abnormal information from its Agents

· Run-time information gathered from government and non-government trusted organizations

· Learn to detect anomaly:

· Abnormal low-level network events

· Abnormal data stream content

· Abnormal behavior of hosts and network segments

· Learn to distinguish malicious traffic from normal traffic 

· Learn to update activity profiles of hosts and network segments

· Learn to detect multi step attack scenarios

· Learn to detect new classes of incidents
· ICSS self-defense and resistance

· Managers, Agents Hierarchy and connection rules

· Specific sets of network parameters analyzed by each ICSS entity

· Functionality distribution between ICSS entities

· ‘Command Post’ functionality

· Topology factor

· Legal issues

Like the human body, computers systems have to protect

themselves because they are often placed in an unsafe and

uncontrolled environment such as the open Internet. In a

_rst step, the immune system attempts to prevent or stop

the entry of external organisms before they penetrate the

body. This is the same role as played by _rewalls in the

computer world; _rewalls attempt to limit access of unde-

sired users and processes coming from outside the network

they are protecting. In a second step, the immune system

seeks the presence of undesired organisms in the body in

An alert message is initiated at a node as soon as

a local ID Agent present in the node detects an anomaly. For

this locally detected attack, the ID Agent creates a so-called

pheromonal message which is randomly launched across the

network and will help other IR Agents in the system to trace

the way back to the alert source. The ID Agents dispatched

through the network are able to launch an alert and to build

and disseminate an electronic pheromonal information syn-

thesizing the attack scenario for other IR Agents. The IR

Agents, completely distributed in the network, can track

this pheromone and travel up the pheromonal gradient back

to the source.
(a) Determining the evaporation index at the last node:

_.

As long as the electronic pheromone is present along the

path back to the source, IR Agents can travel up the phero-

monal gradient to the _rst node. But the pheromone should

not stay eternally in the network for two reasons:

_ _rst, it needlessly overloads the network in the case

where the response has already occurred, and the phero-

mone thus has become obsolete;

_ second, even if no IR Agent detects the pheromone

for a long time, and if the suspicion of an attack per-

sists, it is preferrable to relaunch a pheromone from

the same source. This way, it should augment the

probability that other IR Agents located elsewhere in

the network will meet the pheromonal path. In the

worst case where the response is really too slow, we

can imagine that the administrator has already solved

the problem without waiting for the IR Agents to re-

act. Here again, the pheromone has become useless.

_ move to the selected node.

To evaluate _ empirically, we repeated a series of simu-

lations with a simulation tool called Starlogo. Starlogo is

a programmable modelling environment for exploring the

workings of decentralized systems [2]. We modelled a net-

work with 20 nodes. Each node knows only its neighbors

and has at least 4 of them. Node 0 has the maximum num-

ber of neighbors, which is 10. We di_used the pheromone at

a distance of 14 hops from the initial node and repeated the

di_usion process until each node was reached at least three

times. Then, we placed an IR Agent on a node as soon as

the pheromone was deposited and we saved the IR Agent's

computational time as showed in Figure 2. On average, the

value of _ was equal to 2.44 Starlogo time units.

In the context of our application an agent is defined as an

encapsulated software entity with its own state, behavior,

thread of control, and ability to interact and communicate

with other entities-including people, other agents, and systems.

An agent is autonomous in its action and communicates

with other agents using FIPA-ACL. Our agents are

implemented using FIPA-OS.

Each suspicious event is handled by a reusable Task class

which is developed independent of the agents using that

task and type of intrusion the agents are meant to deal

with. Agents are provided with a variety of tasks. Agents

gather information from other agents by invoking appropriate

tasks. They read an event documented in the database

and pass it to all the registered tasks. The tasks which can

handle this event get executed dynamically. A Task handles

the event by initiating a number of conversations with other

agents and updates the event using the responses of those

agents. In the process, it may receive new alerts or events.

Each Task is meant to follow an interaction protocol to deal

with a specific type of event. Based on the results returned

by the tasks, an agent may choose to invoke another Task or

may conclude that no further investigation is required. Conversations

are instantiations of interaction protocols, built

using FIPA communicative acts. The content of the conversation

attacker gains illegitimate access to one of the systems and

then tries to parlay that into access to other systems.

3. TEST RESULTS

We conducted several preliminary tests on our current

framework and successfully derived experimental results. The

log files were stored in an ORACLE database. The test

cases include tests of all the suspicious events identified so

far, scalability, timeouts, and error handling. In general our

tests have shown that the number of messages sent grows

roughly linearly with the number of agents. Specifically we

ran tests with 5, 50 and 150 agents which resulted at most

in 5, 50 and 150 messages respectively. This confirms that

the agent communication is linear. The execution of each

complete protocol was fairly instantaneous.

Our system is a first step towards the development of

open security interaction protocols using an agent communication

language among distributed intrusion detection systems.

The long-term goal of this project is the development

of standardized languages and interaction protocols for an

Internet-wide distributed security system.
1. INTRODUCTION

With hundreds of millions of machines now widely connected

to the Internet and the disturbing number of remote system

vulnerabilities being discovered on a routine basis, the con-

sequences of an Internet worm epidemic today are profound.

The basic idea underly-

ing our approach is that by viewing the Internet from mul-

tiple geographically distributed vantage points and by shar-

ing this information, we can obtain a more complete view

of the extent and nature of Internet worm epidemics. We

leverage the fact that worms typically replicate themselves

through remote system exploits which have well-known net-

work signatures that are easily detected by modern intrusion

detection systems (IDSs). We use a set of geographically dis-

tributed machines to collect probe information using local

IDSs then share that information by building an e_cient

distributed query processing system which exports the col-

lective historical views of all the nodes in the system. In

response to an epidemic, ISPs and network administrators

might then use our system to automatically build blacklists
Fig.1: Emergent Information Infrastructure               Figure 2: Emergency Response 
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