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Abstract—A holistic approach to emergency response and pre-
paredness, in which the physical and social layers are explicitly
and integratively represented within a governance framework,
is proposed, and its application on a case study is presented.
The governance framework offers a systemic perspective on
the response and preparedness process, including the System of
Systems (SoS) of interest, feedback mechanisms, external factors
and constraints, and the influencing actions of the governing
body. It is unique in that it allows the SoS to be considered
from a socio-physical perspective, explicitly capturing the critical
relationships that exist within and across components of both
social and physical dimensions. A case study example illustrates
how this framework makes it possible for emergency response
governance to be conducted simultaneously in a proactive and
reactive manner. Network analysis demonstrates the effectiveness
and value of the proposed approach in revealing crucial critical-
ities that remain hidden to the unidimensional views. It further
shows that such a systemic approach is instrumental in improving
emergency response and preparedness in today’s complex world.

Index Terms—governance framework, socio-physical view,
emergency response and preparedness, system of systems, proac-
tive governance, reactive governance.

I. INTRODUCTION

In the world of emergency-response operations, responders
are facing situations of increasing complexity (e.g., 9/11,
Katrina, Haiti earthquake, and most recently the Japanese
earthquake and tsunami). The unique nature of each of these
situations/rare events, the clash of the interacting organiza-
tional policies burdening the necessary rapid reaction, and
the unforeseen consequences and cascading effects make it
impossible to adequately plan for an appropriate response,
due to the difficulty in evaluating a priori the effectiveness
of response practices and preparedness measures.

The loss of life and disruption to business continuity in an
emergency are typically the result of a combination of failures
on two fronts: physical (e.g., affected critical infrastructure,
such as bridges, buildings, and resource providers) and social
(e.g., an individual, organization, or policy hindering appro-
priate action). Traditionally, these factors have been consid-
ered separately, yet frameworks that incorporate both and the
interface between them are expected to improve situational
awareness during critical events [1].

In an emergency, the affected area of interest can be viewed
as a System of Systems (SoS), consisting of a number of
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integrated complex systems working together to achieve a
common goal. To the best of our knowledge, no existing
framework ([2], [3], [4], [5], [6], [7], [8], [9]) provides an
explicit socio-physical view of the SoS of interest while con-
sidering external factors, feedback, the emergency-response
governing body, constraints affecting its decision-making, and
the governing process. Furthermore, none of the earlier work
explicitly identifies nodes and the interrelationships between
and across the physical and social layers of an SoS.

II. GENERAL GOVERNANCE FRAMEWORK FOR
EMERGENCY RESPONSE AND PREPAREDNESS

Governance allows for the “coordination of wholly or par-
tially autonomous individuals or organization units on behalf
of interests to which they jointly contribute” [10]. From
a proactive standpoint, it is possible that governance in a
complex context can be designed using micro and macro-level
perspectives to examine patterns and to better understand the
emergent behaviours of the SoS before an incident occurs. On
the other hand, from a reactive governance perspective, that
is, following an incident, it is important to influence the SoS
environment in order to achieve recovery in a time-efficient
manner, which would reflect the extent of resiliency of the SoS
[8]. Since the SoS impacted is far too complex to be controlled
using a top-down approach [11], what is required instead is
a mechanism to influence the SoS to maintain its normal
(or non-emergency) state or restore it as quickly as possible
during an emergency. Due to the dynamic nature of an SoS,
the governing body becomes an adaptive entity, consisting of
various individuals who can emerge from within and outside
the SoS of interest, thereby contributing to its resiliency.
Still, there is always a degree of centrality, and, consequently,
authority, under which the governing body influences the SoS.

As a new platform for analysis and decision-making, we
propose a framework that offers a more comprehensive under-
standing of the SoS’s network architecture, which is central
to determining the degree of connectivity of nodes and their
criticality in an emergency.

As illustrated in Fig. 1, the framework consists of the
SoS of interest, external factors that could influence the SoS,
the feedback mechanism from the SoS’s emergency response
governing body, constraints that could affect the governing
body’s decision-making process, and the governing process
itself. These components, adopted from [12], and integrated
with the socio-physical view of the SoS, focus on four key
questions based on an enterprise approach [8], [12], [9], [13]:
• What needs to be influenced?
• Why is there a need for change within the environment?
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Fig. 1. General Governance Framework

• How should the environment be influenced?
• When should the process of influencing be stopped?
These questions are revisited in Section V, when the appli-

cation of this general framework to the following case study
is discussed.

III. CASE STUDY: A STEAM INCIDENT ON A UNIVERSITY
CAMPUS

The incident we refer to below is real, but, for reasons
of confidentiality, we do not disclose the location where the
events took place.

At approximately 10:20 a.m., routine repairs at the univer-
sity steam plant resulted in a water-hammer—an explosion
caused when steam comes in contact with water in the pipes.
A simultaneous combination of factors including a drop in
water supplied by the city, a leak in the pipes, and a failure
of a flow-back valve in the boiler led to the explosion that
ruptured the boiler releasing steam into the plant and requiring
a hasty evacuation of the immediate area. Plant operations
were immediately halted, and following a safety inspection by
the local fire department, repairs to the system began shortly
after 11:00 a.m.

The steam produced by the plant is used to heat the various
buildings on the university campus. In addition, the university
hospital, not managed directly by the university, uses the steam
to sterilize equipment and bedding. As a result of the explosion
and due to the cooler December weather, temperatures in
buildings on campus and at the hospital decreased, forcing
the hospital to consider evacuating patients to the network of
nearby city hospitals.

From the university’s perspective, several actions were taken
to conserve heat and ensure the protection of critical labs and

research. These activities were overseen by the university’s
emergency operations centre (EOC), the governing body in
charge of handling the incident. The potential evacuation of
the hospital was by far the major concern of the day; however,
the university also had to consider the impact the steam plant
shutdown would have on their normal operations, specifically,
whether or not they would be forced to cancel planned course
examinations the following day.

Through a concerted effort of all parties involved, including
the EOCs from the hospital and city, the steam plant was
successfully repaired (at approximately 2:00 p.m.) and normal
steam levels restored (at approximately 5:30 p.m.) so that
the evacuation of the hospital was not necessary and the
university was able to continue its activities. Even still, the
planned evacuation caused consequences persisting days after
the incident had been resolved, as the normal operations of
the university and neighbouring hospitals were disrupted by
the implemented preparations for transporting and receiving
evacuated patients.

In the end, no casualties were reported, and the conse-
quences of the incident were confined to the delayed business
operations of the various organizations involved. However,
the interdependency between the university steam plant and
the hospital network was identified as a critical factor. While
the incident was taking place, it was staff members from the
hospital who notified the university that the steam incident
was interfering with their hospital operations and might result
in an evacuation if the steam was not restored later that day.
This example of the university not being aware of the broader
systemic picture reflects the deficiency of a unidimensional
view and in this concrete case reveals that the socio-physical
view was not considered as part of the emergency-response
governance process pointing to the critical need for a gover-
nance framework in which such interdependencies are properly
identified and addressed.

A. SoS views

Historically, emergency response governance has taken into
consideration either a physical ([6], [14], [15], [16]) or a
social perspective ([17], [18], [19], [20]]), not a combination
of the two; or if both have been taken into account, there
has not been explicit emphasis on the interaction between the
views ([1], [21], [22], [23]). Research in the area of socio-
technical systems, in contrast, is replete with work related to
the crucial interface boundary [24], and emphasizes that it is
exactly at these interfaces that the majority of problems occur
[25]. Addressing this crucial issue, the proposed framework
incorporates a holistic socio-physical view of the SoS of
interest. For an emergency response governance framework,
such an integration of physical and social views can help
to better govern the SoS in the wake of an unfolding event.
Below, the physical (see Fig. 2), social (see Fig. 3), and socio-
physical (see Fig. 4) views of the SoS under discussion are
presented using notation derived from systemigrams [26]. A
network analysis follows in Section IV.

1) Physical view: As seen in Fig. 2, there are 13 physical
constituents of the SoS, numbered P1 to P13. The constituents
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Fig. 2. University SoS Physical Network Diagram

have been identified from multiple data sources, including
government reports [27], official press releases, the university’s
disaster plan, website, bio-safety plan guidelines, hazardous
materials handbook, and campus map, and also a peer-
reviewed conference proceeding related to the case [1].

In addition to considering the constituents separately, the
interrelationships between them have also been depicted as
links and labelled according to their function. Each constituent
node is itself a system, consisting of various subsystems. For
example, the Transportation node (P6) consists of the road
network, parking lot, traffic light, bus stop, crosswalk, and
traffic sign subsystems. However, for clarity, these subsystems
have been omitted from the figure.

2) Social view: The 15 social components of the SoS
and their interrelationships, shown in Fig. 3, have also been
identified from multiple public data sources, including the
university’s website and various reports and presentations
[1]. This figure represents the social capital network of the
SoS, i.e., the “social connections that exist between people
which enable and encourage mutually advantageous social
cooperation” [28].

3) Socio-Physical view: Fig. 4 shows the interrelation-
ships existing across the two views. This socio-physical view
represents an integrated perspective of the university SoS,
consisting of 28 nodes (13 physical and 15 social). It also

includes implicitly the links within each dimension, though for
clarity these have been omitted from the figure. By examining
the physical and social views separately, interrelationships
within views can be analyzed, but it is not possible to see
interrelationships across views. As such, it is critical that the
boundaries between these layers be explicitly captured. Only
then can a node’s effect on the entire SoS be understood.

IV. SOS NETWORK ANALYSIS

An SoS is a network, consisting of nodes and directed
edges [3], [29], [30], [31], [32]. Since centrality is a figure of
merit that is commonly used in network analysis, especially
in relation to social networks [33], four different measures of
centrality are used to analyse the university SoS’s physical,
social, and socio-physical views. During an emergency, it is
important to focus efforts on protecting the most critical nodes
in the SoS, as not doing so may result in cascading effects.
However, the criticality of nodes is subject to the view (or
network) being considered. The measures applied include in-
degree centrality, out-degree centrality, closeness centrality,
and eigenvector centrality. Each measure is described in turn,
followed by the results of the analysis.

In-degree and out-degree centrality relate, respectively, to
the number of relations (or edges) coming into a node and
going out from a node [34]. Conceptually, the first case



IEEE SYSTEMS JOURNAL 4

Fig. 3. University SoS Social Network Diagram

refers to how many other nodes are required for the current
node to operate (dependency), while the second case indicates
how many nodes the current node is providing a service for
(criticality). These measures are calculated using Equation 1
[33]

CD =
deg(vi)

n− 1
(1)

where CD refers to the degree centrality of node vi, deg(vi)
refers to either the in-degree or out-degree of node vi (i.e., how
many in-links or out-links node vi has), n refers to the total
number of nodes in the network, and n− 1 is the normalizing
factor.

Closeness centrality refers to how quickly a node can access
all other nodes in the network (i.e., how “close” it is to other
nodes) [35]. In emergency response, this could represent a
measure of the criticality of a node, as nodes that are able
to connect more readily with other nodes can also have a
greater impact on the SoS (e.g., cascading effects). Closeness
is calculated using Equation 2 [35]

CC =

∑
t∈V \v dG(v, t)

n− 1
(2)

where CC refers to the closeness centrality of node v, t refers
to some node other than v, dG(v, t) refers to the distance
between nodes v and t (i.e., how many edges separate the
nodes), n refers to the number of nodes in the network, and
n− 1 is the normalizing factor.

Lastly, the eigenvector centrality measure refers to the
criticality of a node as well. It posits that nodes that are
attached to highly connected nodes are more critical than
nodes that are not, and this measure can be thought of as
the influence the current node is able to exert on the entire
network [35]. It is computed using Equation 3 [35]

λv = Av (3)

where A is the adjacency matrix of the graph, λ is a constant
(the eigenvalue), and v is the eigenvector.

Table I contains the computed centrality measures for the
three views related to the university case study. The “physical
or social” columns relate to the measures where only one



IEEE SYSTEMS JOURNAL 5

Fig. 4. University SoS Socio-Physical Network Diagram

of the views is considered: physical for the physical nodes,
P1-P13 (see Fig. 2); and social for the social nodes, S1-S15
(see Fig. 3). The “socio-physical” columns, on the other hand,
represent the measures of centrality where both physical and
social nodes are considered in one network, along with their
associated interrelationships (see Fig. 4).

These four centralities are important measures in emergency
response, as they indicate both the interdependencies and
criticality among the nodes in the network. Many papers
highlight the usefulness of centrality measures in emergency
response [36], [37], [38], [39]. However, most relate only to
the social network, not the physical network, and none relates
to the combined socio-physical network.

Fig. 5 shows the in-degree centrality measures for the
physical and social nodes. As seen, there is a shift in terms of
which nodes have the highest value when the combined view is
considered versus considering separately the physical and so-
cial views. For example, the five biggest consumers (and ties)
are the Teaching (P1), Campus Police (P2), Operations (P3),
On-Campus Housing (P4), Food (P5), Research (P8), Hospital
(P9), Teaching Staff (S1), Research Staff (S3), Management
Staff (S7), and Students (S15) nodes, when considering the
physical and social views separately. However, Teaching Staff
(S1), Research Staff (S3), Management Staff (S7), Visitors

Fig. 5. In-Degree Centrality Measure

(S12), and Students (S15) are the highest valued nodes when
the combined socio-physical view is taken into account.

The in-degree relates to the demand or need of a node.
On the other hand, as illustrated in Fig. 6, the out-degree
relates to how many other nodes the current node is supplying
a service to. As the relative importance of nodes changes
when considering the combined view, these differences are
important as the holistic view uncovers interdependencies
within and across the various networks that are not otherwise
explicitly apparent. For example, the five biggest suppliers
are the Transportation (P6), Electricity (P13), Food Staff (S6),
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TABLE I
CENTRALITY MEASURES

ID In-Degree
(Physical or
Social)

In-Degree
(Socio-
Physical)

Out-Degree
(Physical or
Social)

Out-Degree
(Socio-
Physical)

Closeness
(Physical or
Social)

Closeness
(Socio-
Physical)

Eigenvector
(Physical or
Social)

Eigenvector
(Socio-
Physical)

P1 0.41666667 0.29629629 0 0.11111111 0 0.30681818 0 0.00245891
P2 0.41666667 0.29629629 0 0.11111111 0 0.52941176 0 0.07822923
P3 0.41666667 0.29629629 0 0.18518518 0 0.52941176 0 0.06972893
P4 0.41666667 0.29629629 0 0.11111111 0 0.11111111 0 0
P5 0.41666667 0.33333333 0 0.51851851 0 0.675 0 0.20061883
P6 0.08333333 0.14814814 1 1 1 1 0.64793651 0.38907509
P7 0.25 0.22222222 0.66666667 0.85185185 0.66666667 0.87096774 9.20E-06 0.27408376
P8 0.41666667 0.29629629 0 0.11111111 0 0.31034482 0 0.00274665
P9 0.41666667 0.29629629 0 0.11111111 0 0.11111111 0 1.47E-09
P10 0.16666667 0.22222222 0.58333333 0.74074074 0.58333333 0.79411764 0 0.24201387
P11 0.16666667 0.18518518 0.16666667 0.07407407 0.54545454 0.51923076 0.400445444 0.0775947
P12 0.33333333 0.25925925 0.66666667 0.85185185 0.66666667 0.87096774 9.20E-06 0.27408376
P13 0.16666667 0.18518518 1 1 1 1 0.64793651 0.38907509
S1 0.5 0.51851851 0.14285714 0.07407407 0.48275862 0.39705882 0.09227595 0.02101492
S2 0.35714285 0.44444444 0 0.44444444 0 0.64285714 0 0.23398105
S3 0.42857142 0.48148148 0.14285714 0.07407407 0.48275862 0.39705882 0.11162084 0.02347383
S4 0.28571428 0.44444444 0.85714285 0.44444444 0.875 0.62790697 0.44015526 0.17714500
S5 0.28571428 0.37037037 0.07142857 0.07407407 0.07142857 0.08333333 0 9.78E-10
S6 0.28571428 0.33333333 1 0.55555555 1 0.69230769 0.44015552 0.20061883
S7 0.42857142 0.48148148 0.78571428 0.40740740 0.82352941 0.62790697 0.44015552 0.17960391
S8 0.35714285 0.44444444 0.21428571 0.11111111 0.36842105 0.3 0.04274550 0.00520556
S9 0.28571428 0.37037037 0 0 0 0 0 0
S10 0.35714285 0.44444444 0.07142857 0.51851851 0.51851851 0.675 0.09227569 0.27950586
S11 0.35714285 0.44444444 1 1 1 1 0.44015552 0.38907509
S12 0.21428571 0.51851851 0 0 0 0 0 0
S13 0.28571428 0.37037037 1 0.55555555 1 0.69230769 0.44015552 0.20495500
S14 0.35714285 0.44444444 0.07142857 0.03703703 0.07142857 0.03703703 0 0
S15 0.57142857 0.62962963 0 0 0 0 0 0

Fig. 6. Out-Degree Centrality Measure

Campus Police Staff (S11), and Technology Staff (S13) nodes,
when considering the physical and social views separately; and
Transportation (P6), Water and Sewage (P7), Heating (P12),
Electricity (P13), and Campus Police Staff (S11) nodes, when
adopting the socio-physical view.

Fig. 7 shows the closeness centrality results. While this
measure equates criticality with the speed with which the
current node is able to access all other nodes in the network,
the five most critical nodes are also Transportation (P6), Elec-
tricity (P13), Food Staff (S6), Campus Police Staff (S11), and
Technology Staff (S13), when considering the physical and
social views separately; and Transportation (P6), Water and
Sewage (P7), Heating (P12), Electricity (P13), and Campus
Police (S11), when viewing the network from the socio-
physical perspective.

Similarly, Fig. 8 indicates the eigenvector centrality results,
which relate criticality to how well-positioned the current

Fig. 7. Closeness Centrality Measure

node is. According to this measure, the five most critical
nodes (and ties) are Transportation (P6), Electricity (P13),
Administrative Staff (S4), Food Staff (S6), Management Staff
(S7), Campus Police Staff (S11), and Technology Staff (S13),
when considering the physical and social views separately; and
Transportation (P6), Water and Sewage (P7), Heating (P12),
Electricity (P13), Fire Safety and Emergency Management
Staff (S10), and Campus Police Staff (S11) in the socio-
physical view.

Based on the results revealed by these centrality measures,
it is evident that the holistic view offers a completely dif-
ferent perspective, shedding light on criticalities which would
otherwise remain hidden allowing less relevant nodes to be
considered critical instead. This is fundamental for the success
and effectiveness of Emergency Management Organizations
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Fig. 8. Eigenvector Centrality Measure

(EMOs) especially in identifying hidden criticalities timely to
avoid cascading effects of the kind that pervade the classic
incidents (e.g., Katrina, Japan, and Thailand). It is worth
noting that the three measures of node criticality—out-degree,
closeness, and eigenvector—agree on the most critical nodes
for the socio-physical view.

V. APPLICATION OF THE HOLISTIC GOVERNANCE
FRAMEWORK

This section describes the application of the proposed
framework in the context of the considered SoS case study. It
presents the case-specific framework (see Fig. 9) by answering
the questions outlined in Section II, and also highlights the
benefits of the proposed framework using the university case
study for comparison (see Table II).

What needs to be influenced?
In this case, the university needs to be influenced as an SoS
viewed through a socio-physical lens because it provides an
integrated, systemic perspective of the university’s operations
in emergency response and preparedness. The proposed gov-
ernance framework offers such a socio-physical view of the
SoS of interest.

Why is there a need for change within the environment?
The university SoS’s operations can be disrupted internally
and/or externally, and it is imperative to bring the system
back to its non-emergency state of operation. This can be
done reactively after the incident occurs or proactively through
stress-testing of the possible “what if” scenarios (i.e., internal
and/or external factors) in relation to the non-emergency state
of the SoS. Some of the potential external factors have been
identified and depicted in Fig. 9, including external food
supply, economic, environmental, and external water supply
factors. In addition, how these factors impact the SoS is also
significant. For example, the shutdown of the external water
supply will disrupt the state of operation of the SoS, impacting
both social and physical dimensions as well as the socio-
physical interface. The proposed framework allows one to
capture this dynamics and understand the nature of the change
to a greater degree than the current practice.

How should the environment be influenced?
The SoS’s governing body, called the Emergency Operations
Control Group (EOCG), which is coordinated through the
Emergency Operations Center (EOC), is responsible for proper

Fig. 9. University SoS Governance Framework

and timely information dissemination and emergency decision-
making. The EOCG receives updates on the current state
of the SoS’s operations through a feedback process, which
consists of a set of various sensors that are social, physical,
and socio-physical. Subsequently, the EOCG makes governing
decisions to address changes in the environment that are
classified as emergency situations. The proposed framework
captures this feedback process explicitly and identifies possible
constraints that can affect the EOCG’s decision-making. Some
of these constraints include the limitations imposed by a
defined disaster plan, federal and local laws and regulations,
knowledge about best practices, and the available resource
tools at their disposal to prepare for and respond to a particular
emergency situation.

When should the process of influencing be stopped?
The EOCG receives feedback through the strategically po-
sitioned sensors from the SoS. Once there is an indication
that the emergency situation has been resolved and the SoS
returned to its non-emergency state of operations, the EOCG
should stop the reactive process of influencing in response
to the emergency. However, it should continue the proactive
modelling and monitoring of the SoS to increase the SoS’s
resiliency in the face of future incidents.

VI. CONCLUSION

This paper proposes a novel socio-physical governance
framework for emergency response and preparedness. To show
the merits of this framework, a real-world case study involving
the failure of a university steam plant and the subsequent
potential evacuation of the university hospital was examined.
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TABLE II
BENEFITS OF FRAMEWORK USING CASE STUDY FOR COMPARISON

Criterion Example from case study Benefit of using framework
Capture the SoS of interest Some of the interdependencies were known a priori.

However, the socio-physical interconnections were not
explicitly considered. For example, the notification about
the impact of steam on the hospital was not immediately
understood.

The framework provides a more expanded view of the
interdependencies, which is possible due to explicitly
capturing them within and across different layers (i.e.,
physical, social, and socio-physical).

Identify critical nodes During the incident, the criticality of nodes was assessed
based solely on the nodes’ impact on the SoS. It was
not based on any formal network analysis, where all of
the links associated with the node are considered in the
assessment of criticality. This could result in the improper
allocation of resources to the most obvious node, in a
“squeaky wheel gets the grease” type of fashion, rather
than based on an objective and comprehensive evaluation.

The framework asserts that the criticality of nodes is
view-specific. The combined socio-physical view reveals
criticalities otherwise hidden to the unidimensional views
and offers a much broader perspective taking into account
the true interdependencies within the SoS, as both social
and physical layers and their interface are considered.

Model for proactive
preparedness

The governing body had no model of the SoS. Instead,
during the incident, it was limited by the feedback
information it received from the actual SoS in response
to its actions.

The framework provides a blueprint for proactive pre-
paredness modelling. It allows for greater understanding
of the dynamics present within the SoS of interest,
including the effects of external factors, which can help
in the assessment of the SoS’s resiliency. It can also help
in determining where sensors ought to be made explicit
to reveal “blindspot criticalities.” It can further serve as a
platform for modelling what-if scenarios, stress-testing,
and extracting best practices.

During an emergency, it can also be used to test various
responses in real-time through simulations, thus, allowing
the governing body to choose from a broader range of
possible actions.

Respond more efficiently The feedback mechanism, including sensors, was not
explicitly identified. Moreover, critical feedback was de-
layed, as the governing body was not immediately aware
of the full extent of the emergency.

The framework allows for a more rapid assessment of
the situation through an explicit feedback mechanism that
captures the socio-physical dynamics.

It also facilitates effective and efficient resource alloca-
tion by identifying the most critical nodes in an emer-
gency and distributing the resources accordingly.

Understand constraints
impacting governing body

No constraints were explicitly considered during the
emergency, though some may have been identified in
after-action reports.

The framework allows for explicit identification and
inclusion of possible constraints affecting the govern-
ing body’s decision-making process. This is critical for
understanding the various ways in which the problem
situation can be addressed.

Assessing the SoS of interest from multiple views—physical,
social, and socio-physical—provides the governing body with
essential information during an emergency, including the iden-
tification of the most critical nodes using network centrality
measures. In addition to response-time activity, this framework
can also be used offline to model the effect of various factors
on the SoS of interest which can help in the development of
best practices through the investigation of what-if scenarios.

The proposed socio-physical governance framework helps:

• Reveal criticalities which are hidden to the unidimen-
sional views—a major cause of the classic cascading
effects pervasive in the EMO history

• Assess more accurately the problem situation; capture
SoS dynamics (including nonlinear effects) during emer-
gency

• Assess more accurately a node’s degree of connectivity;
identify critical nodes (hubs) and ensure their protection;
isolate affected hubs during an emergency such as in
prevention of a spread of an infectious disease

• Stress-test or model the effects of external factors on an
SoS of interest to explore how complex emergency situ-
ations can arise; assess the level of the SoS’s resiliency
and readiness to respond

• Point to where to strategically position appropriate sen-
sors as part of the feedback mechanism for a more
efficient and effective response

• Point to where to strategically allocate resources for
response and preparedness

• Understand in more depth the governing body’s con-
straints in coping with an emergency situation

In order to substantiate the application of the proposed
framework, the authors plan to survey subject matter experts
in the field of emergency response, and in particular related to
the case study presented, on the effectiveness of the governing
model in practice. Furthermore, the case study presented in this
paper will be modelled using all three views, and evaluated by
subject matter experts. With key nodes and interrelationships
captured, the SoS of interest can then be “stress tested” to
determine how well it behaves under specific configurations
of initial conditions and external factors. Lastly, because this
framework is general and can be applied to any incident, a
general simulation API is also being developed.
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